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Ey Endpoint Manager User List

DASHBOARD

User Name *
User Name

Email *
DEVICES Emai

Enroll Device | Create User Phone Number

& USERS Phone Number
|0 Lser List NAME Customer *
User Groups

Default Customer
Assign Role
Role Management @& Shawn Hsu

Users

HEMER

www.comodo.com



coMODO

Creating Trust Online™

Endpoint Manager

DASHBOARD

DEVICES

>

User List

User Groups

Role Management

CONFIGURATION TEMPLATES

Create New Role

Mame *

Name

Description *

Description

Role Management / Roles

Users

+ A%mle [él Export -

NAME

Technician

]

(2]

Roles Users

E+ Add role Ié] Export -

NAME » DESCRIPTION

Account Admin Account Admin of the system

Admin_Dexq’fje_Management Admins for managing devices only

Admin_Device_Management

Make Default
T @
Delete Role Edit
Role Permissions Assign Users Access Scope
@ Save : £ Expand Apply to all

Access to portal elements in read only

Read Only Portal
cad Yy e mode.

B A S LRI IR
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DASHBOARD
DEVICES
USERS
CONFIGURATION TEMPLATES
NETWORK MANAGEMENT
APPLICATION STORE
APPLICATIONS

SECURITY SUB-SYSTEMS
LICENSE MANAGEMENT

SETTINGS

System Templates
Portal Set-Up

Apple DEP

Support

Operating System

Ownership Types

i
;

Android

i0S

O

Windows

macO0S

Linux

0|00

(;v Corporate

O Personal

Q

Device Types

Security Client Version (Windows)

O

Smartphone 0
t\ Tablet 0
O pc 8
Q Windows Server 0
Q Unknown 0
O

() 12208121 1
12.1.0.8041 2
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DASHBOARD R -EEZERMER - BRRABEPRENGBHNLERE -
DEVICES i -EEMZEH SR A
USERS APE -BIEMEREAPMAFA - siffthfintsmiiiGic Eic E XD Ec4AERE -

CONFIGURATIONTEMPLATES  »  EREHEAR -BLE X A RIBMRAREIR - Bt BIRE th 2 430

NETWORK MANAGEMENT MEEE -EENES LETRERIREM -

APPLICATION STORE FEREFES -t EEEEM#XE]IOS / Android / Windowszz EIEREFE -
APPLICATIONS ERERF - EENEEZEEANdroid - iOSHIWindowsi&E L ERER -

SECURITY SUB-SYSTEMS LEF LM -ETAVIERNEEESE - EENEERENY - REREENE2NERER
LICENSE MANAGEMENT ATO[FEEIE -EIRMAYRTEE -

SETTINGS RE -EEEEFEHHEM - SEEBE#MApple Push Notification (APN ) EEE%% -

www.comodo.com



cCOMODO

Creating Trust Online™

y Endpoint Manager © O A Logout (Maurice)

2AEERRAPHNARS -
BEREILZMRILEMZETH S

BZENERAPEEURBBZHFEKINRELD -
iREREA
BERILZMLEER "BIZERAP" M "stMEE" FHXRE
KERHMLTREE A A ISE

E5Es

EBEHIRIETR "8 B=
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DASHBOARD

Audit
Compliance
Valkyrie
Reports
Notifications

Audit Logs

cCOMODO

.= -

wZ -BERRHEES ERELRE E’JT—.—VE%@WD%’ETEEH&ZKE’J%°i§@’§§sﬁ7_ﬁ§|ﬂ
mhERELURREREEARBER ATRENER

ol -REER - FHARPSHREEAEMZZ RIS RYE - Hlu0 - =EE
Bk - TARBNERE  BRIARZENERERNGE - SrootFil i
HRR B LUR SR B IR ARAS -
Valkyrie-#ig324aValkyrie X {473 #f 2 MBIR AN X HRIFIREHE -
IR -Endpoint Manager£pRIFF AR EZRYIFIE

B -EMEXARERBNERSIEK -

#ZHWw -BnEEEMTFABERERE LATRIRENSIER -
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14 DEVICES

Device List — HEIE -BRHAEREE  ERNEEIRFANNE
B1E - BEENHERARESS - EallichEsIn

. | EE 152 ol 3! 4
Bulk Installation Package SiRpiEREEENE -

!

HELERIHGFE - FE{EActive Dwectory?@]&ﬂﬂ
EARENBEERRNGEE - WETUTH "EiEE
fl" TH . ZIHIZE&KEEEZEWIndowsFlMac OS
ImEaEITRRE -
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A USERS

User List
User Groups

Role Management
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[=] CONFIGURATION TEMPLATES

Ao &3 - EEEB‘WF_JE%,@ RRBEIR R - HEHEER - BiRSEEE
Frofiles =epp F0Efthis

B4 -SRI BRSNS R SR - il
Alerts == o MR BB R BRI E - B R S -

Frocedures = 812 -1 S 0L CHMRELATHEERTNEERBENIIR - AlIEEER

% LIRISEMELBRE - A ERE X PR IELBR R BB RET -

I T R T T R
Data Loss Prevention  [BETA] o mieqrpsmEViS oR0EH - Bl - "2 ISUSB OIS Enie
1 EEE R AISIRER" - 5 “NECPUBERRE—TISERN

l]IIFTl

= S AE ol LA

Monitors

¥2i875% - RIBIZ BEE"

EUREKFhE -BUREKXME (DLP)
ZFINFARER I ERERE LIFHE
2ERS RIS - Bl - SRFREE -
BoESE -
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& © NETWORK MANAGEMENT

Discoveries =P 2230 - S2XIREIEES O] UTIR - BIEMEITEIRGHE

Profiles =P EIRMFLESNMPEREIEE XK - MBI ENNHRARACETRZIENIRERAR (
Windows - Linux - iOSZ ) ISNMP3#RAE - RAIREEEIERES - IR

Devices MFTENH -
Monitors \ BIRMEEE - BoOEBRARIRFHENGR - BROUIEERTEGERARE
5 (SNMP ) BYERE -

EHFEEERSR - ERBE—ERE - ARIREIRSNMP:RE LINEG - WHERE
HAR GRS ERNER - fla0 - ol R B SRR ERERRE —ENEER
ML EW -
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EREFEEEENE

{5 APPLICATION STORE

105 Store =P OSEEEFESE LHEHFIEndpoint ManagerfIFF AT HiIOSIERRER

Android Store = AndroidEEEFESE L& ZIEndpoint Managerf9FTA I MAndroid
ERRERF -

Windows Application Store

!

WindowsERIEFEIEZUEEZIWindowsRENERIEFE - oL EN
FEFEFF 8135 Adobe Acrobat - CCleaner - Firefox - Thunderbird%s -
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- 70\ 7 ~ ’,

iji

APPLICATIONS BEHERRR - S8 SEMAndroid iOSIRHE R mAmARE

B BBILE ARSI EESNERER - —BFARZE - ZERE

Mobile Applications =9 FRAARAFEELZREMNEARELET -
_, [EREFEE -SETEBOWindowsR BT BIRIER GBS
Fatch Management EREEEERENREEHNGIE - ZEE O ECREEER Ry

HEHHET ZF/EH -
Global Software Inventory
4\ 2EEHEE - BEEWindowsiR i L REMNFIAERARER - Ll
Vulnerability Management HRERZHHAFREZNERER -

!

amn = 38 -BERER B LM EMIREM K E RAVREEMME (CVE) 5% -
ol ERanmsE LETHT -
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@I SECURITY SUB-SYSTEMS

Security Dashboards mp R MRS BE R AR BHWSIR - EOEREHRS - BH

BeUy Das D oards = e e e . BT SR RS E A -

Containment —> 45 - EREEED BT NFARER - S8 EET I EE Y ER
o B BRI AES) - SEE T LIRS A S R

Application Control \3(14; o

Valkyrie

ERERFZES - EEoIUERRM EXHFNEESR - clEENERS "HE
EERT - "RERET S ERET O EEZSFERS CEEERT AN "R
B Xt EEHEULBTRAEFIRESR

Antivirus

Device Control Valkyrie R ER BRI AR - THEBE—R5IBENTH

BERBERN Y - ZIRFBE B TariantBERMX G ZE
[0 BEXHEELZEXH

Data Loss Prevention
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[@ SECURITY SUB-SYSTEMS

Security Dashboards -BEEFEZEWindows - Mas OS - LinuxfIAndroidz& BRI BN AR BE -
Containment B LETHRB M4 RiwE

Application Control -BEEMBIRM LA REIRHFMNSHIIFER

Valkyrie &BZEFWindows - Mac OSHILinux&& & _EBYFh AR EE S5

Antivirus — | EEEFAAER RN NSRS

Device Control FENMIRS - RS 2R E S
Data Loss Prevention | BETA
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[@ SECURITY SUB-SYSTEMS

Security Dashboards
Containment

Application Control

Valkyrie

Antivirus EEEINEBREBIWindowsiH BRI A EIZEER - - Endpoint

Device Control | MEE;Q*;F_LI;X%EJ%E%H“E ° ShERER R EIFEUSBER & - DVDERENZS

Data Loss Prevention | BETA

!

DLP## i & o] AT FEE In & P FZBUREURE - 140
IR - LSRR ERTTIRIR -
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5 LICENSE MANAGEMENT

License Management

\/
EEFIRFMAER

W INFREF O R

I BR 5F =T 5

HE T

ERERFOERZEEFEMRE (EMSP)
‘REEEFDEZEOIE (EERRMSP)
B EFFOREERBRIRS
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SETTINGS

System Templates =P RAER -SENHHBZEEndpoint ManagertZ R {ER/5IRA -

Portal Set-Up —) | £ 5% Active Directory - UERTII{EiH P E A B EMRE
|: - IMApplefMGoogles&E - BI{EEndpoint Managero] 4

BiOSFIAndroid:& EB(E -

Support REEFHRE R  MEEZE  TERES -

Apple DEP BETA

SERAVEREREMETEl ( DEP ) B{ET AL Pi0Y
MMacRENRENER - GERIGEEER
Endpoint Manageri&{THEREEIE - (EDEPFES
EENMAFPMYEREREEBEMES -
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@ &, Logout (Maurice)

DASHEOARD

DEVICES

USERS

CONFIGURATION TEMPLATES
NETWORK MANAGEMENT
APPLICATION STORE
APPLICATIONS

SECURITY SUB-SYSTEMS
LICENSE MANAGEMENT

SETTINGS

System Templates

Portal Set-Up

Apple DEP °

Support

Windows ( workstation edition )
Windows XP (SP3 or higher) x86
uptoCCS11.1 J upto CC6.28
up to RC 6.28
Windows 7 SP1 x86 (GEE= R FRt]
Windows 7 SP1 x64 (Lt EEeR PR
Windows 8 x86
Windows 8 x64
Windows 8.1 x86
Windows 8.1 x64
Windows 10 x86
Windows 10 x64

Windows ( server edition )
Windows Server 2003 SP2 (A4 1.1

upto CC 6.28 X up to RC 6.28
Windows Server 2003 R2 SP2

windows server 2008 P2 (T RARD
Windows Server 2008 R2

Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

Linux
0S with Guaranteed Compatibility:

i0s

Mobile Device 1.3.0 2020/

Management 01718

Client

Android

Mobile Device 6.15.0.12 2020/

Management 0314

Client

Linux

Communication 6.28.2622 2019/

Client 8.19060 06/08

Client - Security 2.2.1.501 2020/
04/30
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Endpoint Manager = Profiles

DASHBOARD

Profiles
DEVICES 9
USERS i

Procedures

Monitors

Create Windows Profile

Name *

Name

Description

Description

‘ Create Windows .anﬂ le

Default Profiles

Fal,

J = =1 =t
= Ea = Eo
Impaort Export Profile  Clone Profile  Delete Profile
CONFIGURATION TEMPLATES
Profiles Create Android Profile
T— CREATED BY
Gt Create i0S Profile

3in Sales Dept. herculespopu

O ==

BlZWindowsEl & XX

=m Finance Department Windows Computers

©

-

ey = £ 55

Add Profile Export Profile  Clone Profile  Delete Profile  Make Default

Section
Antivirus
Updates
File Rating
Firewall

HIPS _

Containment

Maintenance Window

~Fa

EEERNRAEEX G PRVHESG
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A ntivirus fc % SZ gm0 e

_—p‘-—

Realtime Scan SCcans Exclusions

HE Tm?ﬁﬁﬂ%}‘(#ﬂ%?#l‘? °

HERFHMEEXHEETDEERRFHENES -

EEZOASREER _J7Fkﬁ1%
2 NIns e RBEREFNR
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Add Scan Profile %

Define items to be scanned, scanning options and running schedule.

Scan name

w

can naim

1]

ltems

Options

Enable scannmg Dptlmlzatmns

5 option increases the scanning speed significantly
Decompress and scan cumpressed files
nis oprion allows scanner 1o aecompress arcnive Ties e.q. .Z ] scanning
Use cloud while scannlng
This option allows scanner to connect to cloud to query file ratings
AUTDH’IET.ICE”}’ clean ‘[hrea‘[s
'hen the threats are identified, perform the selected action automatica y
Disinfect v

Disinfect

Quarantine

show results of scheduled scans and scans launched from a remote management portal.

CCSi% B 2h# B 2 Ay L BB IREVEE - TR
EHRTNEFARBIRNERES - EoILliE
MIKEPEEZRINAVIE - o] HRVEIR
A B - IREk

EEBRGEZEPEZS LBRIIERMRER
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Antivirus BLE SN

Add Excluded Group SRINEERE Y 4R:
IS - ol B HER

oroup BB {4 AE Y -

Executables ESEE "setting" > "system
templates” > “file group
variable” B E&/#mis/EI&

Cancel “ j(ftF,?H °

SETTINGS

System Templates

\

File Groups Variables

Type name of new file group E

* FILE GROUPS

+  3rd Party Protocol Drivers

www.comodo.com
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Containment

Settings Rules Baseline Virtual Desktop Protected Data Protected Keys

Add Rule
[] TARGET REPUTATION BEHAVIOR
[] Al Applications Malicious Block | ON | PR
|:| Suspicious Locations Any Block m F Wm
ontainment Folders ny oC & o
[] Containment Fold A Block | ON |
ommunication Cliem rus gnore & o
C ication Client Trusted I
] All Applications Unrecognized Run virtually m S o
|:| Pseudo File Downloaders Any Block m i |

fk(ER & BIRERETHEA AR A
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Manage Contained Program W

Action

Run virtually v

Run restricted

Block
Ignore

Criteria Options

Mo criteria selected

ZPRETT - EAREFRBROIE
ERRER - ZERERF—RAHE
1T10ME LA ERYIERR - WHLLGEEAR
AYEhREREPREETT - EULERE T - FKL
ERERF (flaNsTEMEEL ) DJaeE
RIERELT

EBHETT -ZERERFSEEERIRIE
RN B EEREN D T2 REERYE
BHRIRPETT

RIE -EEARHETHERER

s - A B 2ZEHER - LRiTHE
VIFRBYEET -
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ContainmentBo & 327743

o
— —"1 -

File Criteria b 4

Flease select the criteria to be applied

Type
File groups w

Target

You can add/edit file groups here

> = EEERER -
N> > NREXHEHRBTERAEN  NERe%s
N> - EERTRESS

o HEE> = SRR TENH

File Created by applications: Any
File Started by processes: Any

File Created by User(s): Any

File Rating: Any

File Ag Any

e’
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HIPS Setiings HIPS Rules Rulesets Protected Objects
m] Enable HIPS
Safe mode w

This option enables the Host Intrusion Protection System, the
component that monitors critical operating system activities
to protect the computer against malware actions.

Monitaring settings

[ Temporarily switch HIPS to training mode U ks

This option switches HIPS to training mode for the selected time period and
starts the timer. When the time elapses, HIPS will be automatically switched to
the mode set above.

@] Do MOT show popup alerts

[m] Set popup alerts to verbose mode

Block requests

m] Create rules for safe applications
m] Set new on-screen alert timeout to 60 SECS.

[®] Enable adaptive mode under low system resources

m] Block unknown reguests when the application is not running
[ Enable enhanced protection mode (reguires a system restart) CLRACKSSRIVY

FHARBEZSE (HIPS ) RESERZFIEE -
EERETSRMECEHFPHIRERAE - BT
RTiE1T - HIPSTRER AR ENEMRIERREE
B RYRAE IR RSN -
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Firewall REX#AR et

Firewall Settings Application Rules Global Rules Rulesets Metwork Zones Portzets

[®] Enable Firewall (recommended)
This option enables firewall which filters inbound and outbound traffic.

Safe mode w

] Temporarily switch Firewall to training mode CC 6.27+

This option switches Firewall to training mode for the selected time period and starts the
timer. When the time elapses, Firewall will be automatically switched to the mode set above.

1 Show popup alerts

Auto action: : EEERSED - InOSEFREBRERA -

Block requests
m] Turn traffic animation effects on
[ Create rules for safe applications
[®] Set alert frequency level

Low w

[] Set new on-screen alert timeout to (sec.):

120

1 Filter IPv6 traffic

@] Filter loopback traffic (e.g. 127 xx.x, =1)

www.comodo.com
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Valkyrle @B%Y1¢|E—

m] Lookup and submit files with Valkyrie

Check manual analysis interval (sec) *
60 = FE|TM

Check auto analysis interval (sec) *

60 =» EE7H

Submit for

Automatic analysis v

P4 i
®] Enable auto whitelisting if NO suspicious activities detected by automatic and/or human- —} ﬂ_'rvalkyrle*j— "ﬁt%"“ = EI’JB‘Cﬁ:m\JJI] EUZIS
expert analysis :tﬁ'.E% Eg

] Do NOT lookup and submit files to Valkyrie if file lookup service returns error

E Submit metadata — ?Eﬁﬁ;i},;

Submit when

Immediately w

Valkyrie2BRENX G FRRTS - THARMXEET—RIBIE - EERIRBEXHF -

www.comodo.com
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Device Takeover File Transfer

Device Takeover Options

appiytoan  [EIH

NAME DESCRIPTION STATE

Device Takeover Enable/disable device takeover session m
using Remote Control application

® Establish Remote Control sessions without asking user permission

O Ask user, wait and allow access (waiting time is shown below) (seconds)

a0

e $2z 4 T
— HIEEANRRER
O Ask user, wait and deny access (waiting time is shown below) (second s)

60

www.comodo.com
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Remote Tools Options m

appiytoall | I

MNAME DESCRIPTION STATE
File Explorer Use your browser to remotely access and m

manage the device's files
Perform actions: Use your browser to remotely create, m
create delete, rename and delete folders and files ‘
rename = [ 35 91 EE B3 FHELER B 2 TN BE
File/Folder Use your browser to transfer files and m
Transfer folders from/to the remote device
Process Explorer Use your browser to view and remately m

stop/start the device's processes
Commands Use your browser to execute command m
Interface on the remote device

www.comodo.com
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WASR EBXENG

_—p‘-—

R ¢35+ 175

B EE TUFR lg ol Bl PARU AR ARV AR S FIAR S

General Settings Runtime Detection Autoruns Scan éj'i{q:L ﬁ*ﬁ' L,(EE b{FazEE/_-' rﬁ

Manage the list of applications for which you would like to perform script analysis before H’\Jﬁni-ﬂf% E,% °

srecton RA)FER - AIREAERAEREREEEN
] _ X MACSSHKEERE PR THMN

(% Add Edit Remove  (¥) Reset to Default ﬁ% .

APPLICATION  HEURISTIC COMMAMND-LINE ANALYSIS  EMBEDDED CODE DETECTIO! .t 1§ g | g% _-I- l’/( ¥E ;EIJ ¥ﬁ r k== E,\J ﬁ E - El] 1§ E 1FH
AEENRBHBED -

“\winhlp32.e... m m
“WScript.exe ﬁll-.\ A _t 1-% E% *}"j’: ;EIJ

= = R AN o REL RZRIMGFETH
*\cscript.exe | ON | | ON | B .
*\mshta exe | ON | | ON | 'ﬁiﬁ::u\ 2 $h{¢I$Z 1§ %:9;& %__[L/LE;K
_ £ 24 E#1TPowershelldn
2] 2] B S AR TREBERE
*“\regedit exe | ON | | ON | }ﬁﬂﬂ*}%«z ;ﬁ} H_H_
- - B AWARE ENED - B EERE
| N T EREEATE MEARER -
"\hn.exe | ON | | ON | ZIEEIAR /R GIEF Ewscript.exe -
R & T cmd.exe - java.exeflljavaw.exe °

www.comodo.com
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External Devices Control

m] Enable device control
This option blocks devices of a client computer from accessing, such as USE drives, Bluetooth

devices, printers, and serial and parallel ports
[®] Log detected devices

[] show notifications when devices disabled or enabled

Blocked Device Classes Exclusions

Use this table to manage the list of device classes (e.g. "USB - Mass storage devices®, *Optical devices’...) to which you want to block access

E}. Add Delete

[l DEVICE CLASS CLASS ID

No results found.

RRIETEIE Z IMERR B 2 RS

www.comodo.com
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UI Settings @5%21 E7) vl eni

cCOMODO

Secure

Ul Settings

General Settings Communication Client Rebranding Comaodo Client Security Rebranding

Language
English (United States) w

[] Show messages from Comodo Message Center
[ Show notification messages gE/J\I, \..uET
m Show desktop widget

[ Show information messages when tasks are minimized/sent to background

1 Play sound when an alert is shown

m] Show shared space shortcut on the desktop

E Show security client fray icon
_|:| Show security client desktop shortcut icon

[®] Show communication client tray icon

[ Configure Departments fﬂrT'-::kET Submission m %

All public departments will be shown unless configured

[ Show file list
[l Show vendor list

[ Show Virtual Desktop settings only in security client interface @

RREERANT

www.comodo.com
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ngs Logging Settings External Devices Control Updates Miscellaneous Remote Control Remote Tools Script Analysis Client Access Cont

Client Access Control Eﬁﬁimﬁﬁ.

Apply password protection settings for

[m] Ccomodo Client - Security

[m] Communication Client

Require password

[ | Computer administrator — ﬁﬁ?ﬁ%iﬂ%*&ﬁﬁ

[ | Custom password

Password

— 1T B IR

Confirm password

REERENTHE

www.comodo.com
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™ Endpoint Manager

e
DASHDOARD
MAClive Dir Client Settings Extensions Managememnt Reports User Settings Device Removal Settings
DEVICES
USERS Portal Settings Securily Setlings

CONFIGURATION TEMFLATES
Two Factor Authentication - Activation

HETWORK MANAGEMENT | Bera

1. Install a two-factor 2. Configure the application 3. Enter Verification Code
authentication app Scan this QR-code Verification Code *

Please download Google
Verily

APPLICATION STORE

AFFPLICATIONS
authenticator app on you

SECURITY SUD-SYSTEMS smart device and open it
- =

LICENSE MANAGEMENT

SETTINGS

System Templates ‘
I Portal Set-Up

Apple DEF AETA

| can't scan the QR-code

Support Cancel

www.comodo.com
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Endpoint Manager Audit Logs L.l ® & Logout (Maurice)

S8 DASHBOARD

Audit [&] Export -~ S ¢
Compliance EVENT
Valkyrie STAFF NAME AFFECTED OBJECT OLD VALUE NEW VALUE EXTRA INFO SESSION ID LOG CREATION DATE
Reports
Notifications Maurice Frofile Upsecutek Valkyrie SEEt on was updated. p7mvvkjof2pe7f3sa09sprhsjh 2020/08/17 05:3218..
update 0S Type: Windows
Audit Logs
DEVICES Maurice Frofie Upsecutek HIPS section was updated. 019t4dnnSsifpcdeOhoddcnkau  2020/06/17 12:12:02...
update 08§ Type: Windows
USERS
) Profile Firewall section was updated. - . , —
Maurice Upsecutek ed3nbnBhéfsgp5idsqtfs0oBgl 2020/06/16 07:35:25.
update 0S Type: Windows SR ApoEEd e .
NETWORK MANAG... section wa: R - ,
Maurice LE Upsecutek szl °EE,:_TIOH SLEREL Zklsardnemvrtbghm7mruss0gg  2020/06/1512:01:57 ..
update 08§ Type: Windows
AFPLICATION STORE
Procedure
APPLICATIONS create
- Procedure type: 3rd Party Patch
Maurice directly from  as e ype: Ay Okcpugcehrgnplc1 5v2fdkgfob  2020/06/1103:54:42..
SECURITY SUB-SYSTEMS Patch 0S Type: Windows
LICENSE MANAGEMENT Management
SETTINGS Maurice LTI 2019-03 Servicing S.. KB Number: 4490628 Okcpugcehrgnplc] Sv2f4kqfbb 2020/06/11 03:52:49._

approved

¢t ¢ ¢

EEIRSE BITENE B
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=-‘-/ Endpoint Manager = Device List © & ® & Logout (Maurice)
DASHBOARD
& Ip name Group Management Device Management
F3 DEVICES <&
Device List H Show all =
Lol (11}
Bulk Installation Package
& Default Customer Enroll Device Remote File Transfer Remote Run Manage Install or Refresh Reboot Owner More
. Contro Tools Procedure Profiles Manage Device
USERS 20 Default Group - Default C... P;cl-caues Information
D tiger —_
i carn for e BRI
e,
NETWORK MANAG... BHEREE
ACTIVE VIRTUAL e LOGGED IN
APPLICATION STORE 0s NAME COMPONENTS DESKTOP STATUS CUSTOMER USER LAST ACTIVITY
APPLICATIONS —
DESKTOP-57V2 ... 1 Default Customer DESKTOP-5.. gi 2020/06/17 07:46:__
SECURITY SUB-SYSTEMS - “" * OMENE . v
LICENSE MANAGEMENT Maurice-PC AG] 1 Default Custormer MAURICE-P.. g  2020/06/04 05:29:..
SETTINGS
MS H aG|av]Fw]co] Default Customer MSl\yansivan ¢ 2020/06/16 09:59:
Mew macOS dev.. Default Customer MN/A 2020/04/14 04:20:.
tiger-NEB s EEGENE) 2 Default Customer TIGER-NBVHL. @ 2020/05/04 04:39...

O .

AR

OB

RRIBEIARNME - EiETIEE

EiREE - RRIECER - BEEHERIRIMEIT
mL A ERUREETE— LGB BEMIT -
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=-‘-/ Endpoint Manager = Device List © & ® & Logout (Maurice)
DASHBOARD
Search group name Group Management Device Management
F3 DEVICES <&
Device List H Show all =
Lol (11}
Bulk Installation Package
¢ & Default Customer Enroll Device Remote File Transfer Remote Run Manage Install or Refresh Reboot Owner More
USERS - Contro Tools Procedure Profiles Manage Device
D Default Group - Default ... Packages Information
D tiger
= s ~-Comodo Client Security ( CCS ) #E#EiARE
NETWORK MANAG...
APPLICATION STORE 0s NAME ACTIVE VIRTUAL 2#1'?35 CUSTOMER LOGGED IN LAST ACTIVITY
COMPOMENTS DESKTOP USER
APPLICATIONS —
DESKTOP-57V2 ... ; 1 Default Customer DESKTOP-5.. gi 2020/06/17 07:46:__
SECURITY SUB-SYSTEMS - “" g Aclavipwicol . v
LICENSE MANAGEMENT Maurice-PC AG| 1 Default Customer MAURICEP.. g  2020/06/04 05:29..
SETTINGS
MS H a6|av]Fw]co] @ Default Customer MSl\yansivan ¢ 2020/06/16 09:59:
Mew macOS dev... Default Customer MN/A 2020/04/14 04:20:.
ger- ] 2 efault Customer ER-NB\. i 2020/05/ 390
tiger-ME z Default Cust TIGER-NB\t 020/05/04 0439

- EINE--IREETE - ¥ECCSE - mEE
HE--lnh ERRRCCS - TEETIBIS - o EEE AN -
XE -- BIFEPL - Ingh EAICommunication . FE--InHELZE - MASZENAGISE
CI|ent$l]/'EComodo Client Security S ZE#f - RN IE 7E3ETT -

%--ﬂﬂﬁ.‘“ﬁéﬂ.ﬁﬂﬂﬁﬁﬁj E; FﬁT_ﬂE %@"CCSF&%B/\‘\ nEm 2 *E_t"

o

E =]
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n‘-/ Endpoint Manager -+ L.l {® & Logout (Maurice)

DASHBOARD
~J DEVICES Search group name 4 Tg Group Management Device Management
L
Device List & Show all

LLL]

Bulk Installation Package

& Default Customer Enroll Device Remote File Transfer Remote Run Manage Install or Refresh Reboot Owner More
Contro ools Procedure Profiles Manage Device
USERS 20 Default Group - Default C... P;ckacTes In"-Jl'l:we:i-Jru
D i s =
tiger S ?ﬁTH \H‘E
O EER B =
NETWORK MANAG...
ACTIVE VIRTUAL f;ATCH LOGGED IN
APPLICATION STORE 0s NAME COMPONENTS DESKTOP TATUS CUSTOMER USER LAST ACTIVITY
APPLICATIONS
DESKTOP-57V2 ... 1 Default Customer DESKTOP-5.. gi 2020/06/17 07:46:__
SECURITY SUB-SYSTEMS - “" * OMENE S !
LICENSE MANAGEMENT Maurice-PC AG] 1 Default Custormer MAURICE-P.. g  2020/06/04 05:29:..
SETTINGS
MS H aG|av]Fw]co] @ Default Customer MSl\yansivan ¢ 2020/06/16 09:59:
Mew macOS dev... Default Customer MN/A 2020/04/14 04:20:.
tiger-NB s EEGENE) 2 Default Customer TIGER-NBVHL. @ 2020/05/04 04:39...

© J|EJWT - FrAW ] S -

© ETEWIOA-

O]
,maj

H ] O H

BERANHFUEEFENMEEMHT -
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Device List 4+ ,I',.l (¥ & Logout (Maurice)

DASHBOARD
5 E Group Management Device Managemern
T3 DEVICES
ice Li i > F = i
| Device List G 0 L2 =] (| (54 D ", =Q -Qi: wse
Bulk Installation Package . ) v T v
Enroll Device Remote File Transfer Remote Tools] Run Procedure Manage Install or Refrash Reboot Owner Send More
USERS Control 'Bm] Profiles Manage Device Message
' Packages Information
CONFIGURATION TEMPLATES Search for devices
NETWORK MANAGEM... —
ACTIVE VIRTUAL LOGGED IN USER
APPLICATION STORE 0s NAME COMPONENTS DESKTOP STATUS CUSTOMER LAST ACTIVITY
APPLICATIONS _ e
[_] DESKTOP.. I AG|AV]Fw]coO] 2 Default Custo.. ~ DESKTOP-57.. §  2020/06/18 03:32:03..

SECURITY SUB-SYSTEMS

Maurice-PC AG] Run Procedure

LICENSE MAMAGEMENT

SETTINGS Ms M AG|AV|FW]CO]
New mac.. Type approved procedure name to search among procedures
tiger-NB S AG[av]Fw]co] Run as LocalSystem User

Rum as Logged in User

www.comodo.com




coMODO

Creating Trust Online™

Send custom popup message to endpoint with any language

o T

Export Procedure Clone Run Ready to Review Approve Decline Delett

BAAE

FRUEEFEEEMNIONE ) EEIREFEQRAEE 28 FEED
EEER ESFCEICE - ZNEESTULRIFEISSELZEARSE
ESRNMoRENELARE NEREETEHR - 956F  EEKIEeEE

General View Procedure Schedule Execution Log :ﬁgﬁ‘iggaérﬁ . ;EEE‘S&%@.%E’_UAER 1 5‘&3%% ; ggﬂgim

HEEHBWannaCryBENS \ R\ TEE - (8N RENEEEXER &
B3 . EESEEEESE8TSEEES E= =2

DEVICE NAME STARTED AT STARTED BY LAUNCH TYPE ‘Ei:*ﬂﬁﬁ?ﬁ.’l {:Ei..ﬁﬁ.la§i—iﬂ-§fﬂf’f-E%ﬁﬂﬁ.-- m=
EEXEDENS MEINERCEE TSRRRER.

® DanDante-PC 2018/11/30 03:08:38 PM pau Run Over

® DanDantePC 2018/11/30 03:04:52 PM paul Run Over £ §(N) s

® DanDantePC 2018/11/30 02:58:44 PM pau Run Over -

Resuits per page: 20 v

#EiBProceduresikixEBAN
EEENEABUEE
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= 1 .
57 Endpoint Manager ™ & (® A& Logout (Maurice)
s
DASHBOARD
. E Group Management Device Management
73 DEVICES
ice Li L > F = v
I Device List jm] r2 | 1 I;} E] ) =Q IQ: .
Bulk Installation Package . ) v v T
Enroll Device Remote File Remote Tools  Run Procedurs Manage Install or Refrash Reboot Owner Send More
USERS Control [BETA] Profiles Manage Device Message
Packages Information
File Explorer
CONFIGURATION TEMPLATES Search for devices

Process Explarer
METWORK MANAGEM...

Service Explorer TUAL  DATCH LOGGED IN USER
0S5  NAME , STATUS  CUSTOMER LAST ACTIVITY
APPLICATION STORE i Commands Interface  IKTOP
APPLICATIONS - o
[_) DESKTOP.. -l AG|av|Fw]co] 2 Default Custo..  DESKTOP-57.. 47  2020/06/18 03:32:03..
SECURITY SUB-SYSTEMS
Maurice-PC m 1 Default Custo..  MAURICE-P. 4%  2020/06/04 05:29:29..
LICENSE MANAGEMENT
SETTINGS WSl « BEGEIE ® Default Custe..  MSlyansivan 42  2020/06/17 10:02:50..
Mew mac... Default Custo... N/A 2020/04/14 04:20:35..
tiger-NB « MEGEIED 2 Default Custo..  TIGER-NBMi. &7  2020/05/04 04:39:45..
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F|Ie Explorer I,N-----

——.f"._'_

7 Users

71 WTRoot

7 Windows

B DumpStack.log

8 DumpStack.log:tmp

I N .
A mEEn

E‘.Ensef—rl—‘?ul:"';j?\fz 8A8 » Active session since 2020/06/18 03:47:10 PM
File Explorer Processes Services Commands
H © &6 ¢ 8T B A 1k
Tree Back Up Home ' Uplo.. Down.. Mew Rena.. Delete
NAME + SIZE TYPE MODIFIED
) SRecycle Bin Hidden folder 2020/06/09 11:54:20 AM
) SWinREAgent Hidden folder 2020/06/11 10:46:03 AM
) Documents and Settings Hidden folder 2020/06/08 07:41:06 PM
) Inte| Folder 2020/06,/08 08:00:55 PM
71 MSOCache Hidden folder 2020/06,/08 07:58:07 PM
) OneDriveTemp Hidden folder 2020/06,/09 06:59:36 PM
) PerfLogs Folder 2019/12/07 0514:52 PM
() Program Files Folder 2020/06/10 07.04:27 PM
) Program Files (x86) Folder 2020/06/17 10:46:39 AM
) ProgramData Hidden folder 2020/06/1212:32.16 PM
) Recovery Hidden folder 20:20/06,/08 07-41:26 PM
[ System Volume Information Hidden folder 2020/06/17 10:46:03 AM
[
[
[

0o:00:12

Maurice

Hidden file

2020/06,/18 02:30:39 PM

B/ XHREEHRSE O hHERXHRNAST

T fmiEaEhhkrEEnES

i

ree

m
W
]
L
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DESKTOP-57V28A8

) » Active session since 2020/06/18 03:58:56 PM
Owner: Maurice

File Explorer Processes Services Commands

endprocess  [TReartime avo upaate | "B IFE BB -BREVEICHRILENEGHEERZNEHER

=7 = Seh {3 7t = =3 N
EREEEHANHERE/ EETENERERBNR

APF/PROCESS ACCOUNT PID STATUS CPU~ MEMORY DISK METWORK GPU START TIME
ITSMService NT AUTHORI... 4044 Running 125% 69.78 MB N/A N/A 0% 2020/06/18 02:50:42 PM
System WNT AUTHORI... 4 Running 0% 0.02 MB NSA N/A 0% 2020/06/18 02:50:17 PM
EvernoteSubprocess DESKTOP-57... 7248 Running 0% 33.30 MB N/A N/A 0% 2020/06/18 03:32:57 PM
EvernoteClipper DESKTOP-57_.. 10332 Running 0% 1.65 MB NSA MNSA 0% 2020/06/18 02:52:40 PM
ApplicationFrameHost DESKTOP-57 .. 7352 Running 0% 14.37 MB NSA NSA 0% 2020/06/18 02:532:15 PM
SystemSettings DESKTOP-57_.. 9892 Suspended 0% 0.05 MB NSA MNSA 0% 2020/06/18 02:58:28 PM
EvernoteSubprocess DESKTOP-57_.. 7788 Running

IE
Intel_PIE_Service NT AUTHORI... 3740 Running j Lz TR

Manrice
Cortana DESKTOP-57 .. 8912 Suspended

www.comodo.com
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DESKTOP-57V28A8

Owner: Maurice

File Explorer Processes Services |Cnmﬂa1ds

Start Restart Pause E:ﬁ Eﬂl > E Eﬂﬁi{%t@{’ﬁ

e Active session since 2020/06/18 03:58:56 PM

Search
MNAME DISPLAY NAME
AJRouter AllJoyn Router Service
ALG Application Layer Gateway Service
ApplDSve Application ldentity
Appinfo Application Information
AppMagnmt Application Management
AppReadiness App Readiness
AppVClient Microsoft App-v Client
AppXSvc AppX Deployment Service (AppXS
AssignedAccessianagerSve AssignedAccesshManager ARTS

PID

800

STARTUP TYPE

Demand start

Demand start

Demand start

Demand start

Demand start

Demand start

STATUS

Stopped

Stopped

Stopped

Running

Stopped

Stopped

GROUP

LocalServiceNetworkRestricted

LocalServiceNetworkRestricted

netsvcs

netsvcs

AppReadiness

00:01:47
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Microsoft Windows [EEA 10.0.19041.339]

[c} 2020 Microsocft Corporation- FfEEAE - ¥ EEF—OHEF -

C:\Window='= ytemd EKI:ncnf:i.q\ systemprofiles

9 g TESE
o |] £ 00:02:36 $8 i v

belanrice

Input commands here... Send Enter s

RIEFEEEENERL
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Windows Power3hell
Copyright (T} Microsoft Corporation. E‘Fﬁﬁﬁ?# "

R E— TR -
HEEFNETE PowerThell https://aka m=/p=cor=E

B3 C:'\Windows)=sy=stemdd\configh=ystemprofiles |:|

L9 imtE THEASAE
g s 000026 $7 k=i v

belanrice

Input commands here... Send Enter ety

RiEEETEERETEH LiE{TPower Shellfi <17
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| L=z > - L L L)
ARIRIEER - e

n} Endpoint Manager = Device List / DESKTOP-57VZ8A8 / Summary

DASHBOARD E ] ) s " (D) o 20 &) o 2
=1 DEVICES Manage Remote File Transfer Remote Run Install or Refresh Reboot Export Delete Owner
Lk Profiles Control Tools Procedure Manage Device Security Device

Device List [BETA) Packages Information Configuration

Bulk Installation Package

USERS Device Mame Summary Metworks Associated Profiles Software Inventory File List Exported Configurations MEl Installation State Patch Management Antivirus e

o
Custom device name oeskTor-57v2ene Za 498 4§ 0s wndows  welp QS{EZEZR 4

NETWORK MANAG...

APPLICATION STORE

Name DESKTOP-57V28A8 05 name Microsoft Windows 10 Z22EhR (x64)
. : = - ;

APPLICATIONS Logged in user Maurice * ,%,%}E 1§ m % 05 version 10.0.19041

ADALDAP MN/A 05 full version Version 2004 (OS Build 19041.329)
SECURITY SUB-SYSTEMS

Domain\Workgroup WORKGROUP Service pack N/A
LICENSE MANAGEMENT Formfactor PC Build version 19041

o - Z o . AT (T3

Model ASUSPRO P5440U il [ Hﬂ FU ,‘E Reboot time 2020/06/16 06:29:23 PM
SETTINGS N z%:%ﬁ; il b2 52 5% - s

Communication Client version 6.36.37891.20060 Reboot reason 2020/6/15 £ T 06:53:25 B AR L or B S B4 a0RE

P e - g 1 E,E *ﬁ =
Processor inte(R) core(TM) i5-22500 crU @ 1 coc+z = C PU [ RE2 B B
Serial number JINXCVO2EGG7109
) v =P [T 55 B R S

System madel ASUSPRO P5440UA |f:]§l = =3 hu

System manufacturer ASUSTeK COMPUTER INC.

Ownership type Mot specified

Last connection 2020/06/17 07:59:05 PM

- : = s H 4A

Registered 2020/06/08 08:24:01 PM N B 7

Device time zone UTC +08:00 (DST disabled)

External IP 111.71.59.10

WWW.Como
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=‘-/ Endpoint Manager = -+ L.l ® & Logout (Maurice)

dlildlJE me ULE d Ml d ) A0 =
DASHBOARD Profiles Control Tools Procedure Manage Device Security Device
Packages Information Configuration
4 DEVICES
| Device List ) ) . L _ ) ) . .
Device Name summary Networks Associated Profiles Software Inventory File List Exported Configurations MSI Installation State Patch Management Antivirus >
Bulk Installation Package
USERS ast inventory scan date: 2020/06/17 10:15:19 PM | Status: Success
ﬁ) Update Software Inventory Uninstall Application(s) o T

NETWORK MANAG...

SOFTWARE VENDOR VERSION INSTALLATION DATE
APPLICATION STORE
APPLICATIONS Evernotev. 6.24.2 Evernote Corp. 6.24.2 8919 2020/06/17
SECURITY SUB-SYSTEMS RingCentral Meetings Zoom Video Communications, Inc. and RingCentral Inc. 194 2020/06/12
LICENSE MANAGEMENT Intel® PROSet/ SR HT 5 Intel Corporation 20600 2020/06/10
SETTINGS Microsoft Office BFEEHESERE 2016 Microsoft Corporation 16.0.4266.1001 2020/06/08

Endpoint Manager Communication Client [Tarian LLC 6.36.37891.20060 2020/06/08

Google Chrome Google LLC 83.0.4103.97 2020/06/08

Microsoft OneDrive Microsoft Corporation 20.064.0329.0008 2020/06/08

LINE LINE Corporation 6.0.3.2213 2020/06/08

COMODQ Client - Security COMODO Security Solutions Inc. 12.2.08121 2020/06/08

t ) t ¢

IS B ERASEETTR BERRRA  ERESRIEHH
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v Endpoint Manager

DASHBOARD Owner: Maurice
3 DEVICES s ; : = b
- £ o 0 0 (B o 0 E 3 2

| Device List ) - -
. Manage Remote File Transfer Remote Run Install or Refresh Reboot Export Delete Owner
Bulk Installation Package Profiles Control Tools Procedure Manage Device Security Device
= Packages Infarmation Configuration
USERS
Device Name Summary Networks Associated Profiles Software Inventory File List Exported Configurations MSI Installation State Patch Management Antivirus L

NETWORK MANAG...
Operating System Third Party Applications

APPLICATION STORE
ast OS5 Patches Scan date: 2020/06/17 10:10:22 PM | Status: Success
APPLICATIONS Last OS Patches Scan date: 2020 17 10:1 PM | Status: Success
SECURITY SUB-SYSTEMS Install Patch(es) Uninstall Paich(es) f:"; Check Available Updates T
LICENSE MANAGEMENT TITLE KB CVE BULLETIN  CLASSIFICATION  SEVERITY  REBOOT  RELEASEDATE  STATUS
SETTINGS
2020-05 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows - . e
4552025 Security Update Important Maybe 2020/05/12 Installed
10 Version 2004 for x64 (KB4552925) ‘ ! Y SheEee
2020-06 Cumulative Update for Windows 10 Version 2004 for x64-based P e : A ; TETTRT .
Systems (KB4557957) 4557957 Security Update Unspecified  Maybe 2020/06/09 Installed
2020-06 Security Update for Adobe Flash Player for Windows 10 Version - ) . . e
4561600 S ty Updat Critical Mayl 020/06/09 Insta
2004 for xb4-based Systems (KB4561600) FrunyHprEE e e e fetatee
Windows Malicious Software Remaoval Tool x64 - v5.82 (KBB90830) 890830 Update Rollup Unspecified Maybe 2020/05/20 Available

¢ t ¢

2 T KB ZEEFR = HH
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E'j Endpoint Manager Monitors / Recommended Performance Monitoring / Conditions ?0 Q‘ @ &, Logout (Maurice)
e
DASHBOARD
General Conditions Profiles Logs
DEVICES
USERS Add Condition Remove Condition Pe fDrmanCE
= File size
[=]1 CONFIGURATION TEMPLATES TYPE Enable Edit mode TARGET CONDITIONS
Profiles Folder size
Alerts CPU usage More than 95% for 5 min .
Disk
Procedures
RAM usage More than 95% for 5 min :
Monitors Service
Data Loss Prevention (B5TA Network usage More than 95% for 5 min Process
NETWORK MANAGEMENT
Event
APPLICATION STORE
TCP
APPLICATIONS
BE ]:9‘(: 1 5Z 14: .
E R Fing
SECURITY SUB-SYSTEMS
Web page

LICENSE MANAGEMENT
Device status

SETTINGS

Custom script
Security Events

SHERIR ARG IEE Gm— Security Client Events

0S5 Patches Event

53 www.comodo.com




Ey Endpoint Manager

DASHBOARD

DEVICES

USERS

CONFIGURATION TEMPLATES
NETWORK MANAGEM...
APPLICATION STORE

APPLICATIONS

Mobile Applications
Patch Management
Global Software Inventory

Vulnerability Management

SECURITY SUB-SYSTEMS
LICENSE MANAGEMENT

SETTINGS

coMODO

Creating Trust Online™

Patch Management / Operating System g+ f,ul » & Logout (Maurice)
,E Operating System Third Party Applications
0 g o
Install Uninsta Hide Unhide Export Create Schedule Approve  Decline
Patch(es) Patch(es) Patch(es) Patch(es) Windows Patch T

v ﬁt‘:‘hf Procedure
ZH B IR E it HEI2 E % Patch —

RELEASE

TITLE KB BULLETIN CLASSIFICATION PRODUCT SEVERITY STATUS REBOOT NOT INSTALLED INSTALLED DATE

2019-03
Servicing Stack
Update for
Windows 7 for 4490628 Security Update Windows 7 Critical Approved Mo 0 T 2019/03/
w64-based
Systems
(KB4490628)

=)

£

2019-03
Servicing Stack
Update for Approved
Windows 7 for 4490628 Security Update Windows 7 Critical . No 0 1 2019/0312
automatically
¥86-based
Systems
(KB4490628)

acurity Upd

Patch& & 30 LMt IRRR
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Ey Endpoint Manager = Global Software Inventory & Logout (Maurice)
.

DASHBOARD

Global Software Inventory
DEVICES 1
I("
USERS t
. BIiRERKE
CONFIGURATION TEMPLATES Application(s) T

NETWORK MANAGEM...

TITLE APPLICATION CATEGORY VENDOR INSTALLED DEVICES
APPLICATION STORE
360 File Guard NSA 360 Security Center 1
= APPLICATIONS
360 ransomware decryption tools MNSA 360 Security Center 1
Maobile Applications
Patch Management 360EEH L N/A 360FE P 1
Global Software Inventory . . , .
7-Zip 19.00 (x64) File Compression Igor Paviov 2
Vulnerability Management
SECURITY SUB-SYSTEMS 7-Zip 20.00 alpha File Compression Igor Pavioy 1
LICENSE MANAGEMENT ACDSee Photo Studio Uiimate 2018 N/A ACD Systems International Inc. 1
SETTINGS Adobe Acrobat Pro 9 - ChineseT MNSA Adobe Systems 1
Adobe Acrobat Reader DC Documents Adobe Systems Incorporated 1
Adobe Acrobat Reader DC - Clinese Traditiona Documents Adobe Systemns Incorporated 1
Adobe Creatine Cloud MNSA Adobe Systems Incorporated 1
BRI EBRZERH=E
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= - k]
:_‘:} EI'IdPDII'It Mal‘lﬂgEl = ulnerability Managerment ¢ Vilnerability List i+ ] i E} & Logout {Jasper)

DASHEDARD VULNERABILITY MAME WENDOR CVE ADDRESSED SEVERITY TARGET DEVICGE COUNT

DEVICES CWL-2019-0675 Mitrosall CVL-2015-0676 Imparian 1

USERS CVE-2019-0664 Mgt CVE

Impartant 1

COMFIGURATION TEMFLATES CTWE AT S lerosatt [T, ]

Impartand 1
HETWORK MAMASEMENT L“"ll CWE-2019-0662 M cromaft CVE-205-0662 Impartant 1

APPLICATION STORE CWL-A015-0561 MicrusalL CVE-20158-0861 limperiant 1

I

APPLICATIONS CWE-2013-D6ED Micrasaft CVE-ZDT9-0660 Imipertant 1

Mubile Applications CIWE TG s Flerasait o RIS L T ;
Patch Management

CUE-SN] G- 5 icromaf PE-2 1] §-0 6.5 ——
Global Softerare Invertory CVE-2013-065 Microsaft CVE-2015-0654 Impartarn i

I L L D V201 9-D6 35 Micrusall CVE-2019-0636 Impurtant 1

SECURITY SUB-SYSTEMS

CWE-201 B-DE Bl ot CVE-ZDNT-0635 Impartant 1

LICENEE MAHAGEMERT WE Y Ml crosaft EVE 21N UE30 Impartand 1
SETTINGS CVE-2015-D623 Microsaft CVE- 20190628 Impartan |
V20190625 Micrusalt CVE-201 90626 Important I

CWE-2D19-6Z5 Ml ot CVE-ZDNT-0625 Impartant 1

° CVE-2019- M2 Microsaft CVE- 20N 0623 Impartant 1

CWE20T19-0621 Mlicrosaft CYE-2015-082 Impariant 1

7 120 4 Sl FHEREZBEEE
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1I§7‘ﬁ I EE
HERLE
4 BB B
seneral  Vendor  Devices Bi= ye= ‘b ltt ﬂ&
/i

P /?\%;655 %EEL E E . a_ Creating Trust Online™

Title:

Sumimary

Villnerability Type:

Pubdish Date

UpdateDiate

s i FETBANS : 10ARE - 1HRIE
Da?nn.t:l Access

Acoess Complexily

Authentication

Confidentality iImpact

Illl-q:gri I'!" Imipact
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© securiTy sus-sysTems

Security Dashboards
Containment
Application Contral
Valkyrie

Antivirus

Device Control

Data Loss Prevention

cCOMODO

Creating Trust Online™

ZEERIN v NE

‘Fle Yiew \ ‘De ice Wiew \

; EERELE L
g VYV
IEFgE @ 2E
Ry SfF

5 Tg Event View

FE=]
=M

‘q ‘Z:I = .Z—_ 'L
L al |f=l : (B4
Action on Change Rating  File Details Download Check Valkyrie Export
Endpoint Valkyrie Report Details

v

BHEHIIR
EEAXMH LHNEIRAIZ

T & ValkyriefR &
XA

EEREXYE BOAIXHNEEESHR
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™ ¥ ® ALlogout (Maurice)

= Security Dashboards / Event View

,E Event View File View Device View
i
- X R IR B R E S
Action on Change File Details  Download Check Export = =T I y)
Endpoint Rating Valkyrie Valkyrie
Report Details
Search file HASH
INITIAL CURRENT IMITIAL CURRENT
DEVICE ADDITIONAL
DATE TIME COMPOMENTS  ACTION 0s NAME FILE NAME FILE PATH FILE HASH COMODO COMODO ADMINM ADMIN INFO
RATING RATING RATING RATING
2020/06/18 02:54:49 PM Autoruns Con..  Ignored DESKTO... MSASCuiL... CAPro.. g Unrecognize: Unrecognized Mot set Mot set Autorun File
2020/06/18 02:54:45 PM Autoruns Con_.  Ignored DESKTO_. MSASCuil...  CAPro. gt Unrecognizet Unrecognized Mot set Not set Autorun File
2020/06/17 09:11:39 PM  Autoruns Con...  lgnored DESKTO... MSASCuiL... CM\Pro.. g Unrecognize: Unrecognized Mot set Mot set Autorun File
2020/06/17 09:11:31 PM  Autoruns Con..  Ignored DESKTO... MSASCuiL... CA\Pro. gt Unrecognizec Unrecognized Mot set Mot set Autorun File
2020/06/1410:18:03 PM Application C..  File added MSI MSSPTES.. CAPro.. g EABTF... Unrecognize: Unrecognized Mot set Mot set Unrecogniz..
2020/06/14 10:18:03 PM  Application C..  File added MSI installer_9... Chlse.. g B6EZB. Unrecognizec Unrecognized Mot set Mot set Unrecogniz...
2020/06/14 10:18:03 PM  Application C..  File added MSI MSCSSTw CAPro.. g A1280... Unrecognize: Unrecognized Mot set Mot set Unrecogniz...
2020/06/14 10:18:02 PM Application C..  File added MSI 1SSetup.d CAPro.. g 36062 ... Unrecognize Unrecognized  Not set Mot set Unrecogniz...

www.comodo.com
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=y Endpoint Manager = © @ ? & Logout (Maurice)
\.
DASHBOARD
=1 i~ - 4
DEVICES = 17, El a [=] D
File Details | Change Rating Download Check Valkyrie Export
USERS Valkyrie Report Details Y
4. Rate File as Trusted PARENT PROCESS COMODO ADMIN
CONFIGURATION TEMPLATES F FILE HASH # OF DEVICES CONTAINED BY T ACTION STATUS e e DATE TIME
2 Rate File as Malic| Rate File as Trusted
NETWORK MANAGEMENT |BETA . - .
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NETWORK MANAGEMENT 03f77e42¢27..  C:\Users\keepg\AppData\Ro.. FB62A7A02A4B87712B6EBE.. (ji  48.3KB Unrecognized Not set
APPLICATION STORE Saxcore d C\Program Files\Siemens\N _ 9CBOCCE1FCCA9DB4D14849.. (i 25MB Unrecognized Not set
APPLICATIONS 72.d C\Program Files\7-Zip\72.dll BO9ODCESO71E19CCISECBA.. (ji  1.1MB Unrecognized Not set
@ SECURITY SUB-SYSTEMS _ctypes.pyd C:\Users\tiger\Documents\c... 3B1E4AQF3ST2FIBAGOCFI97.. i 93 KB Trusted Not set
Security Dashboards
_ctypes_test. CAUsersitiger\Documentshc... 87117667CADBCBZETODIF3. I:l 21 kB Trusted Mot set
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Application Control _elementtree. CAUsers\tiger\Documentshc... SFO61DE7BOE2806DFCFBOGY... I:I 138 kB Trusted Mot set
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Y _hashiib.pyd C\Users\tiger\Documents\c.. ODDAAQ7789B5664618043A.. i 1019.5kB Trusted Not set
Antivirus
Device Control _msi.pyd CUsers\tigen\Documents\c... B60EACABZEDATES4AGIDFY... I:I 22 kB Trusted Mot set
Data Loss Prevention ) R e e . _ . . -
_multiproces_. CAUsers\tiger\Documentshc... BC6B3A4646F540DFASCE33 .. o 31.5kB Trusted Mot set
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CONFIGURATION TEMPLATES HARDWARE NAME ~ DATE DETECTED HARDWARE CLASS HARDWARE PATH
NETWORK MANAGEMENT ADIGEQET-E325-
Disk drive 2020/06/18 05:3343PM  11CEBFCI1- USBSTOR\DISK&VEN_TOSHIBAGPROD_TRANSMEMORY&REV_PMAP\0060E056B640E230700010AAL0
APPLICATION STORE 08002BE10318
APPLICATIONS 71A27CDD-812A- STORAGE\VOLUME\_??
Volume 2020/06/1212:37:57PM  11D0-BECT- _USBSTOR#DISK&VEN_GENERIC&PROD_STORAGE_DEVICE&REV_0819#00000000081980#{53F56307-
08002BE2092F B6BF-11D0-04F2-00A0CO1EFRER
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